Dear Parent or Guardian:

Please read the attached Acceptable Use Policy packet carefully. All students are
expected to comply with the procedures listed on these pages and any violations may
result in loss of computer privileges. Students are required to sign the upper portion of
the notice and parents/guardians are required to sign the lower portion. Every student
needs to have a copy of this form on file at the school. Students who do not have a copy
on file will be prohibited from using the Network/Internet System.

If you have any questions regarding the Acceptable Use Policy, please contact the
Information Technology Facilitator in your school.

Thank you for your cooperation regarding this matter.

Sincerely,

e Y

Dwayne Hoffmann
Director, Information Technology

Administration Building, 1086 East Main Street ¢ Shrub Oak, New York 10588
Tel: 914-245-1700, ext. 247 « Fax: 914 245-9467 » www.lakelandschools.org
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Instruction

Computer and Internet Use and Internet Safety

The Board of Education encourages the use of the District’s computer systems and the Internet and its services
(“District technology™) in order to support open research and education in the School District. The use of the
District’s technology for other purposes, such as for-profit activity, financial gain, personal business or illegal
activity is prohibited.

In order to assure the integrity of the District’s computer systems and technology, each user must agree to act
responsibly and to comply with this policy and the regulations promulgated by the Superintendent of Schools
regarding use of the District’s technology Therefore, prior to using the District’s systems and Internet access, each
student and staff member must either sign a user agreement or agree to the terms of use electronically. In the case of
students, the student’s parent or guardian must also sign the user agreement or agree to the terms of use electronically.

Notwithstanding the requirement for a signed user agreement, in the event that a state or local assessment must be
administered using the District’s technology resources, the student will be permitted to use the District’s technology
to take the assessment.

Internet access is provided with the understanding that the District cannot control the content available on the Internet.
The vast majority of sites available provide a wealth of useful information to staff and students. The District cannot
warrant the accuracy of all such sites. However, some sites may contain information that is offensive, defamatory or
otherwise inappropriate for students. The District does not condone or permit the use of such materials in the school
environment and makes good faith efforts to limit access by students to such inappropriate materials. Users who
bring such material into the school environment may have their accounts suspended or terminated, may be subject to
disciplinary action and may be referred to appropriate law enforcement officials where such activities are or are
suspected of being illegal.

Electronic/Digital Communications

Electronic/digital communications are not private, are subject to disclosure under the Freedom of Information Law,
may be subject to disclosure in litigation and are subject to the records retention requirements of the District.
Therefore, Board members and employees are required to use the District’s designated email system, including the
District provided email address, for all communications regarding District business.

Internet Safety

The District, in accordance with the Children’s Internet Protection Act (CIPA), shall procure and implement the use
of technology protection measures that block or filter Internet access by:

e Adults to visual depictions that are obscene or child pornography; and

e Minors to visual depictions that are obscene, child pornography or harmful to minors.*

! The term “harmful to minors” under CIPA means any picture, image, graphic image file, or other visual depiction that:

(&) Taken as a whole and with respect to minors, appeals to a prurient interest in nudity, sex or excretion;

(b) Depicts, describes or represents, in a patently offensive way with respect to what is suitable for minors, an actual or
simulated sexual act or sexual contact, actual or simulated normal or perverted sexual acts, or a lewd exhibition of the
genitals; and

(c) Taken as a whole, lacks serious literary, artistic, political or scientific value as to minors.
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The District will install this filtering or blocking technology on all newly acquired computers with Internet access
prior to permitting their use by students. This shall be documented by the District in accordance with law. The District,
however, does not guarantee that students will be prevented from accessing all inappropriate locations.

Parents, staff members and student must be aware that it is the responsibility of the user to monitor his/her own access
to the internet and to use sound judgment. However, the District, through its staff members, technology and systems
reviews, shall monitor online activities of students while in school, including but not limited to use of e-mail, chat
rooms and other forms of direct electronic communication, “hacking” and other unlawful activities by minors, and
access to materials harmful to minors.

Any user who receives harassing, threatening or unwelcome communications shall immediately bring them to the
attention of the teacher, the building principal or the superintendent, as appropriate.

The District prohibits the unauthorized disclosure, use and dissemination of personal information regarding minors
by its officers, employees or agents.

The District shall provide age appropriate instruction to students regarding appropriate online behavior including
interacting on social networks, websites and chat rooms, and cyberbullying awareness and response. Such instruction
will be provided even if the District prohibits students from accessing social networking sites and chat rooms on
District computers and resources.

The District’s Director of Technology shall monitor and examine District technology to ensure compliance with this
policy and accompanying regulations.

Privacy

Computers and files stored on the District’s system are the property of the District. Users acknowledge that school
officials will periodically review online activities. Users further acknowledge that if there is reasonable suspicion of
a user having violated this or any other Policy or Regulation, or any applicable law, the network administrator or
appropriate school official may require access to his/her files, including correspondence and files, to review online
activities. Any administrator reviewing such files in accordance with this Policy shall not be subject to any claims
arising out of such review.

The use of the District’s computer systems and access to the Internet, pursuant to this policy, is a privilege that may
be revoked in the event of a breach of the policy and regulations by a user. Any user who is determined to have used
the District’s computer systems or the Internet inappropriately or who violates this policy and its regulations will
have his/her use terminated, except under strict supervision. Further, a breach of the terms of this policy and
regulations may be considered an act of insubordination which may result in discipline under the Student Code of
Conduct for students and pursuant to law and applicable collectively negotiated agreement for staff members.

A breach of the terms of this Policy shall result in referral to appropriate law enforcement officials where the breach
involves suspected illegal or criminal activities.
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LAKELAND CENTRAL SCHOOL DISTRICT
RULES AND CODE OF ETHICS AGREEMENT
FOR NETWORK, INTERNET AND EMAIL USERS

Section 1: To be signed by student

| understand that the Lakeland Central School District reserves the right to monitor all
computer, Internet and Email use to ensure compliance with District policy, regulations,
and law. I understand that violations of the Acceptable Use Policy will be considered as
insubordination and will be dealt with seriously. Violators’ risk:

e Losing computer privileges on a temporary or permanent basis; and/or
e Disciplinary action; and/or

e Academic sanctions for academic infractions (plagiarism); and/or

e Prosecution for violation of local, state and federal laws

| have read the Lakeland School District Acceptable Use Policy for Computer and
Internet Use and agree to abide by its terms. | further understand that violation of the
policy regulations may lead to my access privileges being revoked, school disciplinary
action, academic sanctions, and/or appropriate legal action.

Student’s Name
(Please Print) Grade

Signature Date

Section 2: To be signed by parent or guardian

As the parent or guardian of (please print your son/daughter’s name )
| have read and discussed with my son/daughter the Acceptable Use Policy for the
Lakeland Central School district Computer and Internet use. | recognize that it is
impossible for the School district to restrict access to all controversial materials; and |
will not hold the district, its officers, employees, or the Internet provider, responsible for
materials acquired on the network.

| hereby give permission for my child to have user access to the following (please initial):
Network/Internet

| realize that under the law, 1 may be held financially responsible for the willful,
malicious, or unlawful damage of property by my minor child.

Parent’s Name (Please print)

Parent’s Signature Date

Copy to student’s folder and Computer Facilitator.
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